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Introduction
Payments industry participants, including merchants, financial institutions, processors, and others, are beginning
to prepare for the U.S. card payments ecosystem to migrate to the EMV smart card standard. The lessons learned
through migrations in other markets including the U.K. and France have shown that while the largest organizations
have the internal resources necessary to prepare adequately for this migration, the rest are generally left to piece
together any information they can. As a result, many of the U.S. market’s smaller players are facing the challenge
of separating fact from rumor.
This issue is most significant in regard to determining the role of the EMV standard in fraud control. Merchants
and financial institutions (both issuing and acquiring) have been told that one of the primary benefits of EMV is the
technology’s ability to prevent fraud. While this is true, that fact creates more questions: Does EMV prevent all
fraud, or only certain types? How quickly can the organizations investing in EMV-capable infrastructure expect to
see results? Does EMV need to be “offline” to produce results? Does it need to incorporate personal identification
numbers (PINs)?
The purpose of this paper is to explain what payments industry participants need to know about the U.S. adoption
of EMV, particularly with respect to fraud prevention and security. This paper covers the anticipated adoption
schedule laid out in the conversion road maps that the card networks have provided, explaining what is and is not
required for merchants, issuers, acquirers, and processors. This paper also explains the security features of EMV,
addressing specifically what EMV will bring to the United States while debunking the myths and misinformation.
Finally, this paper analyzes the results of EMV adoption in countries that have already completed the migration,
particularly with regard to EMV’s impact on fraud dynamics, and discusses how these precedents can be expected
to play out in the U.S.

The EMV Standard and What It Does
EMV is a security standard for a variety of payment cards including, credit and charge cards, traditional and
deferred debit cards, open-loop prepaid cards, and ATM cards. The technology was designed to foster global
interoperability of payment cards with point-of-sale (POS) terminals and ATMs for authentication of financial
transactions, although some companies are successfully applying EMV for other use cases such as card-not-present
(CNP) payments as well as some non-financial transactions. The standard is named for Europay, MasterCard, and
Visa, and is maintained and governed by an independent joint venture of these firms (Europay merged with
MasterCard in 2002) called EMVCo. JCB and American Express joined EMVCo in 2004 and 2009, respectively. And
Discover joined as a member in 2013. Each of the JV partners and every payment card brand that has
implemented chip cards maintain its own version of the standard, but each is based on a common specification
that supports various nuances in the processes of each card brand’s network.
EMV cardholder verification may be implemented by card issuers in three ways:
•

Online PIN. The cardholder enters a PIN, which is transmitted to the issuer host for verification.
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•
•

Offline PIN, The cardholder enters a PIN, which is verified within the POS terminal.
No cardholder verification method. Many merchants and issuers waive the requirement for cardholder
verification for low value transactions, which are considered to be a low risk for fraud.

Signature is akin to the verification process associated with the familiar one used for magnetic-stripe cards, but PIN
verification provides additional security. Card authentication can also occur in three different ways, using a chip, a
mag-stripe, or public key encryption (PKE).
Static data authentication (SDA), dynamic data authentication (DDA), and combined dynamic data authentication
and application cryptogram verification (CDA), have all been used to authenticate EMV chips. In DDA and CDA, a
dynamic card verification value is assigned to each transaction which, in an off-line environment, prevents
fraudsters from “replaying” transactions that have already been authenticated and approved.
At a maximum of 259 bytes of data, the data packets (or application protocol data units, APDUs) transmitted in any
smart card transaction are much larger than the 26 byte maximum that a Track 1 mag-stripe transaction message
contains. Chip cards are also capable of running multiple applications on the chip, and cardholders have the option
of selecting, for instance, whether the transaction should be charged against a credit account or debited from a
deposit account if the issuer of the card supports multiple-application implementations; that said, use of this
capability to support multiple applications has been limited for financial smart cards.

The EMV Road Maps
In August 2011, Visa announced its plan for a road map that would encourage U.S. merchants and acquirers to
transition from magnetic-stripe technology to EMV. Soon after, similar plans were developed by MasterCard
(January 2012), Discover (March 2012), and American Express (July 2012). These road maps all clarify the timeline
for the transition as well as the penalties for parties that do not comply. For conversion of point-of-sale systems,
four common milestones are addressed by all four major U.S. networks, as shown in a timeline in Figure 1:
1.

Relief from requirements to report PCI compliance testing results for early conversion

2.

Merchant acquirer capability requirement

3.

Merchant fraud liability shift

4.

Fraud liability shift for gasoline retailers
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Figure 1: Road Map for Introducing EMV into the U.S.: POS Terminals
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Source: Mercator Advisory Group

The first milestone, described by Visa as the Technology Innovation Program (TIP), granted relief from reporting
validation of compliance with the Payment Card Industry Data Security Standard (PCI DSS) to merchants that
convert to EMV early on. If a merchant processes 75% of each network’s transactions on EMV-compliant POS
terminals, the network will exempt that merchant from its annual PCI compliance-validation requirements. The
merchant’s terminals must accept contact and contactless chip cards, as well as contactless transactions from
mobile devices equipped with Near Field Communication (NFC) technology. It is important to note that the TIP
program does not eliminate the requirement for merchants to be PCI compliant but rather eliminates only the
need for merchants to validate their fulfillment of this requirement to the networks.
The second milestone set the date by which merchant acquirer processors and subprocessor service providers
must be able to support merchant acceptance of chip transactions. To process EMV transactions, infrastructure
needs to be upgraded to process the additional data contained in chip-based payments. The most significant
difference is that with mag-stripe payments the acquirer sends the same card-identifying data for authentication
with every transaction, but with smart cards that use dynamic credentials for authentication, acquirers transmit
unique data for each transaction.
The third milestone states that after the date determined by the network, if a cardholder with an EMV card is
forced to use the card’s magnetic stripe to complete a transaction because a merchant’s POS terminal was not
capable of accepting chip-based payments, then the merchant acquirer will be responsible for any counterfeit
fraud associated with that transaction. Ultimately, the merchant acquirer is likely to pass the cost of the
fraudulent transaction on to the merchant. It should be emphasized that the shift pertains only to counterfeit
fraud. This means that a merchant that does not meet the requirements of the milestone will be liable for
transactions completed with counterfeit cards but not other forms of fraud, such as transactions completed with
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lost or stolen cards, as long as they can demonstrate proper card acceptance procedure in the event of a chargeback.
Importantly, some issuers have decided to disable fallback (i.e. swiping the magnetic stripe) on EMV cards.
Consequently, not all transactions made in fallback mode will receive authorization from the issuer. Merchants
that accept these transactions are liable any counterfeit fraud incurred as a result. However, if the issuer approves
an authorization in fallback mode, the bank accepts liability for counterfeit fraud losses. Issuers and acquirers can
both head off unwanted customer service issues by addressing fallback before fully implementing EMV.
Additionally, terminal and ATM owners in the U.K. have been held liable by FIs experiencing losses to counterfeit
cards. If card acceptors in that market cannot demonstrate that adequate measures have been taken to protect
points of interaction from the presence of mag-stripe skimming devices, they can be held liable for up to £250 per
card to the card issuer when evidence can be established that such due diligence wasn’t performed.
In effect, the fourth milestone is the same as the 2015 merchant liability shift. However, because automatic fuel
dispensers (AFD) are both difficult and costly to upgrade, gasoline retailers are being given an additional two years
to prepare to accept EMV-compliant card-based payments in order to avoid counterfeit fraud liability. This may
allow card fraudsters, who already target unattended terminals, to focus more attention on AFDs. Issuers in the
U.K. learned quickly that fallback to mag-stripe was a losing proposition at ATMs and shut off support for fallback
in 2006.
Finally, in addition to these four milestones, MasterCard is offering Account Data Compromise (ADC) penalty relief
to merchants that adopt EMV terminals. If, after October 2013, 75% of MasterCard transactions originated from
EMV-compliant contact and contactless POS terminals, the merchant is relieved of 50% of ADC penalties.
Furthermore, after October 2015, if at least 95% of MasterCard transactions originate from EMV-compliant POS
terminals, the merchant is relieved of 100% of ADC penalties.

Why the U.S. Iteration of EMV is Unique
Compared to EMV in Europe, a few aspects of the EMV environment designed for the U.S. stand out as markedly
different. Most significant are the continued use of signature CVM for credit transactions and the continued
reliance on an all online system. Many European countries that have already completed EMV migration projects
primarily use a PIN CVM, relying on Signature for cross-border payments and other scenarios where PIN terminals
might not be available. In Europe, PIN CVM has helped reduce lost/stolen and mail non-receipt fraud in addition to
the counterfeit fraud protections built into the EMV standard. Indeed, some banks eagerly implemented PIN CVM
to reduce the significant costs associated with ensuring the secure delivery of cards.
U.S. issuers are expected to continue issuing credit cards that use signature as the only CVM. While PIN CVM has
been shown to reduce fraud significantly, a portfolio of cards that support PIN can be more costly to manage
compared to similar cards that use a Signature CVM. Issuers should have access to the data necessary to make the
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Signature versus PIN decision, and for now it seems as though most issuers are only implementing PIN for specific
use cases, mainly commercial cards. The reasoning for continued use of an all online system in the U.S. is rather
straightforward. In the 1990’s, when chip cards first began to replace mag-stripe in Europe, telecommunications
were significantly more expensive in Europe than in the United States. These higher costs prevented European
countries from building a telecommunications network as robust as the current U.S. network, and also prevented
merchants from processing 100% of transactions online at a reasonable cost. Many European nations
incorporated the offline capabilities of EMV into their payments systems to avoid online-authorized transactions,
even though the hardware necessary to support offline EMV (including offline-capable POS terminals and offlinecapable EMV payment cards) is relatively expensive compared to online EMV. In the U.S., the established
telecommunications system will enable online EMV to provide comparable security at a lower overall price.

Understanding the Road Maps’ Requirements
One of the most misunderstood aspects of the road maps is which elements are actually required. The only
mandated milestone was the April 2013 requirement for acquirers and processors to be able to support EMV data.
The other milestones, while heavily encouraged and incentivized, are optional. If merchants are willing to accept
the additional liability, they are allowed to continue using their current systems and equipment.
Another commonly overlooked aspect of the road maps is that none of the milestones address issuers directly.
The only milestones that affect issuers are the liability shifts: Liability for card fraud cannot shift from the issuer to
the acquirer unless the cardholder presents the merchant with a chip card, and that is possible only if the
cardholder has been issued a chip card. Once again, while issuers are provided an incentive to issue EMV cards,
they are not required to.

Are the Road Maps Sufficient Motivation for EMV Adoption?
While it is true that the road maps don’t require merchants and issuers to act, there are plenty of advantages for
those that do. The three drivers of EMV adoption are fraud reduction, global acceptability and usage for nonfinancial applications.
A significant part of the business case for EMV adoption is based on reductions in various instances of fraud, which
is addressed by the liability shifts contained in the network roadmaps. If issuers act quickly, they can relieve the
portion of their fraud liability that is caused by counterfeit cards. This amounted to roughly $700 million in 2012.
Conversely, if merchants upgrade to EMV-capable systems, they can dramatically reduce the likelihood that they
will incur any fraud losses related to their acceptance of counterfeit cards. Additionally, merchants and issuers who
adopt EMV will be protected from a possible fraud migration from EMV countries to those like the U.S. that
continue to rely on less secure mag-stripe technology.
Fraud is only one part of the business case though. The ability to make further progress towards global acceptance
of payment cards will provide additional encouragement to merchants and issuers. Many merchants outside of the
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U.S. will accept only chip cards, even if local regulations require mag-stripe acceptance. This would mean that U.S.
cardholders whose issuers do not provide chip cards would not be able to use their cards overseas. Conversely,
many international cardholders prefer to take advantage of their cards’ EMV security and feel more comfortable
making payments when they are able to do so. U.S. merchants that are unable to accept EMV payments could risk
losing business from these consumers.
Lastly, there is still tremendous potential for stakeholders to benefit from EMV adoption if they are able to adapt
the standard to deliver enhanced applications for non-financial transactions. The storage capabilities of contact
and contactless EMV cards create ample opportunities for EMV to have an impact beyond payments. Potential use
cases, which include event entitlements, identification, and rewards, have not been explored as extensively in the
U.S. as in other countries, despite the fact that they can lend significant support to the business case for EMV
adoption. The potential convergence of payment product strategies based on contactless EMV (and perhaps
mobile Near Field Communication technology) introduces an important, yet uncertain dynamic to the market.

Chip-Card Security
The additional security offered by chip-cards has always been the technology’s primary advantage over the
magnetic stripe, even prior to development of the EMV specification. France for example, introduced the B0’
payment application in 1992 (a precursor to EMV, which also operates on chip cards) as a response to a wave of
counterfeit card fraud being experienced across Europe and as a way to offset telecommunications costs for
relatively low-risk card authorizations. At that time, high telecom costs prevented many European nations (France
especially) from establishing an all-online authorization system, such as the one used in the United States. Issuers
therefore, were unable to communicate with merchants in real-time for each transaction, which allowed criminals
to make purchases using counterfeit and lost/stolen cards. In 2002 the country began to roll out EMV cards, which
eliminated many of the vulnerabilities present in earlier chip card technology.
The robust technology behind chip cards, particularly EMV, offer a solution to help merchants and issuers manage
a variety of fraud types including counterfeit and lost/stolen cards (when a PIN is required). The chip is able to
store significantly more information than the magnetic stripe. Most smart card chips have between 2 and 64
kilobytes of storage capacity, compared to 62 bytes available when all three mag-stripe tracks are used. Issuers can
also store a PIN securely on the cards to be read directly by a POS terminal. By requiring the cardholder to enter a
matching PIN into the terminal, merchants could verify that the cardholder was the rightful owner of the card
without requiring the issuer either to verify the PIN or to reply that the card had been reported lost or stolen. In
addition, the chip could also store unique data that would prove it was authentic and not counterfeit. This
provided a successful solution to the counterfeit card fraud endemic in these European countries, but fraudsters
quickly adapted to the new security measures and increased their focus on committing other types of card fraud.
While EMV technology does not combat all types of fraud (including lost/stolen, NRI, and account takeover), its
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ability to greatly reduce fraudsters’ ability to produce counterfeit payment cards is a substantial benefit to
merchants and issuers that need reduce fraud at the POS.

Post-Migration Impact of EMV Adoption on Fraud Trends
With global proliferation of the EMV chip card standard, card risk managers have seen a drastic increase in cardnot-present (CNP) fraud in some markets such as the United Kingdom. Even though a global migration to EMV
could reduce theft of payment card information via skimming attacks, CNP fraud will remain a frustration for as
long as payment card data remains vulnerable (either due to continued usage of magnetic stripes for storage or
unencrypted transmission during the transaction process).
As the United States moves toward EMV adoption, the last major refuge of card counterfeiters and card-present
fraudsters will vanish and even more fraud will move online and into other CNP channels. The timing for emphasis
on fraud management in CNP channels is crucial since e-commerce as an overall percentage of retail volume and
other segments has been steadily rising and will very soon represent over 6% of overall retail sales in the U.S.
The migration of fraud activity from counterfeiting exploits into remote channels is indicated by statistical
reporting about card fraud in markets that have already migrated to EMV. The United Kingdom Payments
Administration Ltd. (UKPA) reports fraud statistics that document the decline in counterfeit card fraud as a % of all
card fraud, shown in Figure 2 for the years 2001 through 2012.
Figure 2: Card Fraud in the U.K., 2001–2012
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Over the last four years, the United Kingdom has experienced a dramatic decline in counterfeit and lost or stolen
card fraud. Even though there was an acceleration of fraud activity in the counterfeit category immediately
following the fraud liability shift, the migration to EMV in the U.K. has demonstrated success in reducing
counterfeit card fraud. The acceleration of counterfeit activity in the U.K. between 2006 and 2008 can be directly
attributed to the migration of fraud from the domestic U.K. market to countries that still relied heavily on magstripe card acceptance after banks in the U.K. began to ramp up EMV issuance in 2004. The subsequent overall
decline is due to stricter fraud controls that issuers had to implement to more closely scrutinize transactions
occurring outside the home market. On the CNP side, fraud in the category in 2012 was 157% larger than in 2001
by value, with compound annual growth of 9% (CAGR 2001-2012), accounting for 63% of total fraud losses in the
U.K. in 2012 compared to 23% in 2001; although e-commerce growth itself drives CNP fraud growth.
The Australian market, which had a liability shift date of April 2013, has had a great deal of success in stemming
counterfeit fraud as well. Card issuance in Australia, as in many other jurisdictions, was stimulated with
interchange incentives for issuers. Australia’s interchange incentives began in 2004, when the original liability shift
date of 2006 was put in place. Consequently, card issuers achieved a high rate of adoption very quickly, pushing
counterfeit card fraud across borders and into other categories. As in the U.K., CNP fraud became the preferred
method for criminals seeking to exploit Australian card accounts. CNP fraud grew at a CAGR of 39% between 2006
and FY 2012 (Figure 3).
Figure 3: Credit and Charge Card Fraud in Australia, 2006–2012
In Millions, AUD
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The Observatory for Payment Card Security (OPCS) reports French card fraud statistics, which are inclusive of all
fraudulent payments and withdrawals. Having been the first national market to adopt chip cards for payments in
the early 1990s, France has had a chance to adjust to evolving fraud trends. Migration of fraud to the CNP channel
did not reach significant proportions until the global retail e-commerce channel expanded enough to be an
attractive target for fraudsters. French card issuers’ CNP fraud grew nearly at a 25% CAGR between 2003 and
2011, the most recent year for which OPCS has published statistics (Figure 4).
Figure 4: Credit Card Fraud in France, 2003–2011
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Conclusions
Misinformation about U.S. EMV Is Widespread
The mass adoption of EMV across Europe has led some participants and observers of the U.S. payments industry to
believe that the U.S. requires an identical EMV environment in order to achieve comparable levels of security. This
is simply not the case. The U.S. payments ecosystem of today is greatly different from the European payments
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ecosystem of the early 1990s. In particular, comparatively lower telecommunications costs in the U.S. allow for
the use of a zero floor limit for online authorization (as they do in other markets where online authorization is
prevalent, such as the U.K.). This means that almost all U.S. domestic transactions, no matter how small in value,
are authorized by the issuer in real time.
Since the online payments system of the U.S. is well established, offline EMV is not a necessity, at least for
domestic transactions; although a PIN deployment would certainly help combat lost/stolen fraud. Consumers also
might find that a lack of PIN for authorization could create acceptance issues when traveling overseas where many
countries have deployed EMV with a PIN for authorization, especially at unattended terminals. U.S. travelers to
these markets can be (and have been) sorely inconvenienced by their inability to conduct transactions using magstripe cards. Additionally, chip cards can be configured to permit consecutive offline transactions either by value or
volume. U.S. issuers that want to prevent offline transactions, even when their cards are being used overseas,
need to set these permissions accordingly. However, such restrictions could have significant consequences on card
acceptance.
On the whole, EMV supporters believe that migration to EMV in the U.S. will have more benefits than these
potential instances of misalignment. Savings from counterfeit fraud prevention across all issuers could total as
much as $700 million annually. Additionally, to the extent that U.S. issuers implement chip-and-PIN, the industry
will also reduce the instances of lost/stolen card fraud, which account for $300 to $350 million in losses annually.

Fraud Management Will Still Be Central to Card Programs
EMV chips use authorization request and response cryptograms (ARQC and ARPC respectively) compliant with
Triple Data Encryption Standards (Triple DES) for online authorization. This allows the issuer to confirm that a card
is authentic before authorizing a transaction, but other transaction data remains “in the clear” unless process
owners (merchants, gateways, acquirer processors, et al.) apply additional encryption processes. The reality is that
many process owners still do not employ point-to-point encryption to protect transaction data. The trend in data
breaches has indicated fraudsters’ increasing interest in penetrating payment processors’ networks in the attempt
to compromise what they consider to be high-value assets: servers containing transaction data from thousands of
merchants. The effect of these breaches has traditionally been increases in card fraud of all types, with many
fraudsters exploiting the mag-stripe acceptance environment in the U.S. with counterfeit cards. As EMV has
proliferated in other markets, as we’ve seen, fraudsters have chosen CNP channels because of the anonymity they
afford to the transaction process.
Card issuers will need to maintain as much vigilance to counter fraud activity after full U.S. migration to EMV as
they currently employ—and perhaps more. The stage is being set for a proliferation of card payment risk online
and in other CNP scenarios. As more fraudsters move to the online channel because of the proliferation of EMV,
and as overall volume in that channel continues its rapid expansion, the necessity for robust solutions and
strategies for dealing with CNP risk will demand the attention of all parties in the payments value chain.
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Advisory Services
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A set of topically grouped reports gleaned from a unique set of specific, pragmatic, and detailed questions and updated
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About FICO
FICO (NYSE: FICO), formerly known as Fair Isaac, is a leading analytics software company, helping businesses in 80+
countries make better decisions that drive higher levels of growth, profitability and customer satisfaction. The
company’s Falcon Fraud Manager solution protects over 2.5 billion active payment card accounts and is utilized by
more than 9,000 financial institutions to detect and prevent fraud. With the introduction of Falcon Fraud Manager
and consortium analytics, FICO has helped transform fraud management in financial services. FICO provides
analytics software and tools used across multiple industries to manage risk, fight fraud, build more profitable
customer relationships, optimize operations and meet strict government regulations. FICO: Make every decision
™

count . Learn more at www.fico.com.
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